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INTRODUCTION

The course "METHODS OF TESTING AND QUALITY ASSESSMENT OF
SOFTWARE SYSTEMS" will be useful to future managers and executors of projects
on the development of information systems, primarily during the organization of the
process of testing software tools of information systems based on modern information
technologies.

The purpose of the course is to expand and deepen theoretical knowledge and
applied skills and abilities regarding the main concepts and definitions in the field of
quality assurance and software testing, test selection criteria, an overview of testing
types, analysis of the features of the process and technology of industrial testing,
acquisition of skills in the use of modern information technologies for analysis and
testing of information system software, creation of reportable test documentation.

The task of the discipline consists in the formation of a systematized idea among
applicants regarding the methods and means of solving the problem of quality
assurance, as well as concepts, models and principles of the organization of the process
of testing software tools of information systems, namely:

mastering basic terms and definitions from the field of testing software tools of
information systems;

phases and testing technology software tools of information systems;

analysis of the main problems and tasks of testing software tools of information
systems;

study of structural, functional, stochastic, mutational test selection criteria,
assessment of project coverage;

modular, integration, system, regression testing;

testing automation, testing costs;

test planning, approaches to test development, features of manual test
development and generation, test cycle automation;

testing documentation, reviews and metrics, analysis of test selection methods,
evaluation of their effectiveness.

The subject of the course is the basics of the theory of ensuring the quality of
software products using modern methods and means of testing, modern information
technologies for testing information systems, methods of developing and creating test
documentation for evaluating the quality of a software product.

The object of study of the discipline are processes that reflect various aspects of
ensuring the quality of software products using modern methods and means of testing.

The learning outcomes and competencies formed by the course are defined in
table 1.

Table 1



Learning outcomes and competences formed by the educational discipline

Learning outcomes Competencies

LO1 SCO01, SC07, SC11

LO2 SCO08, SC10, SC11

LO4 GC02, SC02

LO5 SC04

LOG6 GCO05, SC04

LO9 SC07, SC08, SC10

LO10 GCO01, SC02

LO11 GCO01, GCO03, SC02

LO13 GCO01, GC02, GC03, GCO5, GCO7,SCO02, SCO7, SC10,
SC11

LO14 GCO01, GC02, GC03, GCO5, GCO7, SCO7, SCO8, SCO9,
SC10, SC11, SC12

LO15 GCO05, GC07, SCO01, SC02, SCO7, SCO8, SC11

LO16 SC07, SC08

LO17 GCO01, GC02, GCO03, GCO05, GC06, GCO7, SCO1,
SC05, SC10,SC11

LO18 GC02, GC03, GCO05, GCO6, GCO7, SC02,SC11

LO19 SC07, SC11

LO20 SC07, SC10, SC11

where, LO1. Have specialized conceptual knowledge that includes modern scientific achievements
in the field of computer science and is the basis for original thinking and conducting research, critical
understanding of problems in the field of computer science and at the border of fields of knowledge.
LO2. Have specialized computer science problem-solving skills necessary for conducting research
and/or carrying out innovative activities in order to develop new knowledge and procedures.

LO4. Manage work processes in the field of information technology, which are complex,
unpredictable and require new strategic approaches.

LO5. Evaluate the results of teams and collectives in the field of information technologies and ensure
the effectiveness of their activities.

LOG6. Develop a conceptual model of an information or computer system.

LO9. Develop algorithmic and software for data analysis (including large data).

LO10. To design architectural solutions of information and computer systems for various purposes.
LO11. Create new algorithms for solving problems in the field of computer science, evaluate their
effectiveness and limitations on their application.

LO13. Assess and ensure the quality of information and computer systems for various purposes.
LO14. Test the software.

LO15. Identify the needs of potential customers regarding the automation of information processing.
LO16. Conduct research in the field of computer science.

LO17. Identify and eliminate problematic situations during software operation, formulate tasks for its
modification or reengineering.

LO18. Collect, formalize, systematize and analyze the needs and requirements for the information or




computer system being developed, operated or supported.

LO19. To analyze the current state and global trends in the development of computer sciences and
information technologies.

LO20. Develop algorithms and software components of computer information systems for high-
performance big data processing systems (including distributed and parallel computing) and cloud
platform services.

GCO01. Ability to abstract thinking, analysis and synthesis.

GCO02. Ability to apply knowledge in practical situations.

GCO03. Ability to communicate in the national language both orally and in writing.

GCO05. Ability to learn and master modern knowledge.

GCO06. Ability to be critical and self-critical.

GCO07. Ability to generate new ideas (creativity).

SCO01. Awareness of the theoretical foundations of computer science.

SCO02. The ability to formalize the subject area of a certain project in the form of an appropriate
information model.

SCO04. The ability to collect and analyze data (including large data) to ensure the quality of project
decision-making.

SCO05. Ability to develop, describe, analyze and optimize architectural solutions of information and
computer systems for various purposes.

SCO07. Ability to develop software according to formulated requirements, taking into account
available resources and constraints.

SCO08. The ability to develop and implement software development projects, including in
unpredictable conditions, with unclear requirements and the need to apply new strategic approaches,
use software tools to organize teamwork on the project.

SCO09. Ability to develop and administer databases and knowledge bases.

SC10. The ability to evaluate and ensure the quality of IT projects, information and computer
systems of various purposes, to apply international standards for assessing the quality of software
of information and computer systems, models for assessing the maturity of information and
computer systems development processes.

SC11. Ability to initiate, plan and implement the development processes of information and
computer systems and software, including its development, analysis, testing, system integration,
implementation and support.

SC12. Ability to develop, apply and integrate data processing and analysis technologies in high-
performance systems and cloud platforms to ensure efficient use of computing resources of computer
systems.

COURSE CONTENT

Content module 1. Fundamentals of software testing

Topic 1. Testing as a way to ensure software quality

1.1. Introduction. Course requirements. The main topics of the lecture course. The main
topics of the workshop.

1.2. Motivation to study testing technologies. The history of the development of
assurance testing. Software quality. Software quality in the context of international
standards.

Topic 2. Basic concepts of software testing



2.1. Concept of testing. Basic software testing terminology. Organization of software
testing. Application specification.

2.2. Development of tests. Analysis of test cases. Execution of test cases. Evaluation
of the results of the program execution on the tests. Stages of testing. The managing
graph of the program. The main problems of testing.

Topic 3. Classification of types of testing

3.1. By object of testing. Functional testing. Performance testing. Load testing. Stress
testing. Stability testing. Configuration testing. Usability testing. User interface testing.
Security testing. Localization testing. Compatibility testing.

3.2. According to the completeness of the information about the object of testing. Black
box testing. White box testing.

3.3. By the degree of automation of the testing process. Manual testing. Automated
testing.

3.4. According to the degree of isolation of the components. Component (module)
testing. Integration testing. System testing.

3.5. By the time of testing. Alpha testing. Beta testing. Release

3.6. According to the testing strategy. Testing parts versus testing the whole. Pseudo-
debugging and mutation testing.

Content module 2. Organization of the software testing process

Topic 4. Automation of testing
4.1. Manual testing

4.2. Automated testing

4.3. Testing costs

Topic 5. Features of industrial testing

5.1. Industrial approach. Features of industrial testing.

5.2. Testing process. Phases of the testing process. Test cycle. Testing planning. Test
plan.

5.3. Approaches to test development. Testing specifications. Testing scenarios. Manual
development of tests. Test generation. Performing tests.

5.3. Documentation and test support. Test procedures. Description of tests. Test
procedures. Test report. Evaluation of the quality of tests. Test metrics. Test reviews
and strategies.

Topic 6. Documentation and assessment of industrial testing
6.1. Performing tests.
6.2. Documentation and support of tests.



6.3. Evaluation of the quality of tests.

Topic 7. Software quality problems
7.1. Software quality issues and practical recommendations. Software quality as a
necessity. End-to-end software quality assurance. Software development standards and

their use.

7.2. Software quality assurance methods within the entire development life cycle.
Requirements analysis. Analysis and end-to-end control of the code. Session testing.
Risk-based testing.

The list of laboratory studies in the course is given in table 2.

Table 2
List of laboratory studies
Name of the topic and / or task Content
Topic 1, 2, 3. . . e L
Laboratory work 1 Creating a software requirements specification
Topic 4. . .
Laboratory work 2 Automated testing using TestLog tools.
Topic 4. . . .
Laboratory work 3 Automated testing using Katalon Studio tools.
Topic 5. Laboratory work 4 Creation of test scenarios
Topic 6. Laboratory work 5 Development of a test plan
Topic 7. Laboratory work 6 Error reporting
The list of self-studies in the course is given in table 3.
Table 3

List of self-studies

Topic name Content

Topic 1. Processing of lecture material. Studying the methodology of creating a software
requirements specification. Preparation for the laboratory session.

Topic 2. Processing of lecture material. Studying the methodology of creating a
specification of software requirements.

Topic 3. Processing of lecture material. Studying the methodology of creating a
specification of software requirements.

Topic 4. Processing of lecture material. Acquiring skills to work withusing TestLog and
Katalon Studio. Preparation for the laboratory session.

Topic 5. Processing of lecture material. Acquisition of skills
creation of test scenarios. Preparation for the laboratory session.

Topic 6. Processing of lecture material. Acquisition of skills

development of a test plan. Preparation for the laboratory session.




Topic 7. Processing of lecture material. Analysis of software quality problems. Preparation
for the laboratory session.

The number of hours of lectures, laboratory classes and hours of independent
work is given in the work plan (technological map) for the academic discipline.

TEACHING METHODS

In the process of teaching an educational discipline, in order to acquire certain
learning outcomes, to activate the educational process, it is envisaged to use such
teaching methods as:

Verbal (lecture (Topic 1, 3, 4, 5, 6, 7), problem lecture (Topic 2, 7)).

In person (demonstration (Topic 1 —7)).

Practical (laboratory work (Topic 1 - 7).

FORMS AND METHODS OF ASSESSMENT

The university uses a 100-point cumulative system for assessing the learning
outcomes of students..

Current control carried out during lecture and laboratory classes and is aimed
at checking the level of readiness of the student of higher education to perform specific
work and is evaluated by the sum of points scored:

— for courses with a form of semester control as grading: maximum amount is
100 points; minimum amount required is 60 points.

The final control includes current control and assessment of the student.

Semester control is carried out in the form of a grading.

The final grade in the course is determined:

— for disciplines with a form of grading, the final grade
is the amount of all points received during the current
control.

During the teaching of the course, the following control measures are used:

Current control: defense of laboratory work (60 points), written control work
(testing) (40 points).

Semester control: Grading.

More detailed information about the evaluation system is given in the work plan
(technological map) for the course.
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